
ISO spotlight
ISO/IEC 27001:2022 and ISO/IEC 27002:2022

With ISO/IEC 27001:2022 and ISO/IEC 27002:2022 now published, key changes to the information

security management system (ISMS) standard – with updated clauses, new controls, an indicative timeline
and a change in emphasis to reflect new risk universes - are now clear and obvious:

Updated clauses (27001)
4.2 - Understanding the needs and expectations of interested parties
4.4 - Information security management system

6.2 - Information security objectives and planning to achieve them
6.3 - Planning of changes

7.4 - Communication
8.1 - Operational planning and control

9.1 - Monitoring, measurement, analysis and evaluation
9.2 - Internal audit

9.3 - Management review

New controls (27002)

There are no new people (total 8) controls
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Organisational (total 37)
5.7 - Threat intelligence

5.23 - Infosec for use of cloud services
5.30 - ICT readiness for business continuity

Physical (total 14)
7.4 - Physical security monitoring

Technological (total 34)
8.9 - Configuration management

8.10 - Information deletion
8.11 - Data masking

8.12 - Data leakage prevention
8.16 - Monitoring activities 

8.28 - Secure coding
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